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Business complacency fuels
cybercrime industry

TIPS FOR
MITIGATING
CYBER SECURITY
THREATS
■ Advise employees not to open
unsolicited email attachments or
follow unsolicited web links in
emails.

■ Conduct routine backups of
important files, keeping backups
stored offline.

■ Ensure computer systems are
running antivirus software with the
latest signatures.

■ Consider implementing
application whitelisting or, at least,
software restriction polices to
prevent the malicious software
executing successfully.

How it hurtsThis is the first in a series
of monthly articles from
the NakiCloud team,
looking at a number of
issues linking technology
and business.

Do you know how to use a computer? Do you
want to earn money from home? For around
$US3000, you can purchase a Ransomware kit
that allows you to target businesses that are
complacent about their security and backup
regime and extort them for payments starting
at around $US500 a time.

Sounds too good to be true? Well, guess
again! This is the reality of the cybercrime
industry. The Ransomware kits remove the
need for any technical skill on the part of the
criminal and some even offer technical support
help lines for those that get stuck. And as long
as businesses continue to be complacent about
the requirement to secure their information
systems, this industry will simply continue to
grow and prosper.

We were going to kick off our series of
technical articles with a review on the benefits
of the UFF (Ultra Fast Fibre) rollout. But with
several reports of the CryptoWall 3.0
Ransomware campaign affecting not only New
Zealand businesses, but confirmed cases in
Taranaki, we felt that this should take priority.
And, just to be clear, we’re very passionate
about UFF and the benefits it offers.

It is relatively common for some business
owners, when discussing the topic of securing
their information from the outside world, to
think or say ‘our business information isn’t of
any real value to anyone’. While this may be
true in a lot of cases, it is definitely of value to
the business owner, and hence we have the
very real threat of Ransomware.

The malware usually arrives via email,
installs itself into a system, encrypts files so
the system owner cannot access them and
leaves a ransom note.

The ransom note informs the victim that
their files have been encrypted and gives
instructions on how to obtain the decryption
key needed to unlock the files. It may also warn
victims that the decryption key will be deleted
after a certain time period to pressure the
victim into paying sooner. The attacker
typically demands hundreds of US dollars in
payment and the amount may increase after a
specified time period.

The message
also contains a link
to a website where
the victim can make
the payment. These sites
are typically hosted on the
anonymous Tor or I2P
network, which helps the
attacker hide their identity. The
victim is typically asked to pay
using cryptocurrencies such as
bitcoin to further prevent the
attacker’s identity from being tracked by
law enforcement agencies.

Now, should you happen to have a solid
backup solution in place you will have the
inconvenience of removing the Ransomware
from your systems and then restoring from
your backup to the most recent point in time
available. You may lose some data and suffer
downtime, but essentially you can be up and
running relatively quickly.

If not, then you have a decision to make. Do
I pay the ransom and hope to get my files
back? Or do I look at the costly and time
consuming process of rebuilding the
information?

Let’s say you decide to pay the ransom. You
manage to convert your cash into a bitcoin,
pay off the hacker and they give you the keys
to unlock your computer. That’s not so bad
right? Wrong!! Chances are good that your
name or contact information will go on a list.
That list will likely have every other person who
fell victim to a hacker’s scam. Don’t be at all
surprised if they target you again in the near
future.

There is also the
distinct possibility they will take

your bitcoins and not provide the encryption
key. Kevin Haley, director, Symantec Security
Response, believes ransomware victims should
never pay to retrieve their data, Haley warned.
‘‘Once they get your money, they don’t care
and they still won’t give you back your data.’’
The reality is, as long as victims continue to
pay the ransom demands, the hackers will
continue to profit from this activity.

The key to preventing this activity from
occurring is to ensure that your business or
your Information Systems support provider
have followed best practice against this and
other cyber security threats. The National
Cyber Security Centre of New Zealand
recommends implementing the Australian
Signals Directorate’s Top four mitigation
strategies; application white listing, patching
systems, restricting administrative privileges,
and create a defence in depth system. For
more information on this see www.asd.gov.au/
publications/protect/top_4_mitigations.htm.

The most frightening thing about the current
CryptoWall Ransomware in New Zealand is that
it is gaining traction through email delivery.

The cyber criminals use a form of malware
called a dropper. This is a program that has been
designed to ‘‘install’’ malware, such as
CryptoWall, to a target system. The malware
code can be contained within the dropper (single-
stage) in such a way as to avoid detection by
virus scanners or the dropper may download the
malware to the target machine once activated
(two stage).

Cisco’s Talos Group analyses the Cryptowall
3.0 in a threat advisory, revealing that the
dropper for the current version has been
‘streamlined’ and has been updated to
incorporate I2P network communication.

I2P, the Invisible Internet Project, is a
computer network layer that allows applications
to send messages to each other pseudonymously
and securely.

‘‘The latest 3.0 sample that we analysed was
in a zip file. This zip file contains multiple
dropper files which are essentially identical in
functionality except for the encryption algorithm
used to obfuscate the dropper and eventually
build the Cryptowall 3.0 binary,’’ reads the
advisory.

So what does this really mean? Let’s imagine
that someone in your business receives an
interesting looking email. An email that isn’t
expected. And it has a valid sounding message
along with a zip attachment that contains a CV,
or freight information, or an incoming fax. They
may be slightly suspicious, but curiosity wins
over and they open it. Or they just open it as a
matter of course.

The ‘dropper’ then finds itself a nice little
home on the offending workstation and sets itself
up so that, if it is deleted, it will reappear on a
reboot of that computer. Now that it is
comfortable, it secretly connects across the dark
web and downloads the information it needs to
form the executable CryptoWall Ransomware
program. All of this is happening unbeknownst to
the victim.

Now that the CryptoWall Ransomware program
has arrived it starts looking for any attached
drives, including network drives, USB drives,
virtual drives such as Dropbox or Google drive,
and starts systematically encrypting the files in
every folder using the RSA-2048 encryption
algorithm.

It would take approximately 6.4 quadrillion
years to break this algorithm using a standard
desktop computer. It’s pretty darned good and
without the encryption key you are simply not
going to decrypt this in your lifetime, regardless
of how much computing resource you throw at it.


